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DETAILED ACTION 

1 . A Request for Continued Examination with amendment was received on 16 June 
2005. Claims 1, 10, 19, 26, 27, 36, 45, 54, 62, 70, 76, 84, 92, 100, and 101 have been 
amended. No claims have been added or canceled. Claims 1-101 are currently 
pending in the present application. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1-101 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the . 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-101 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Lloyd et al, US Patent 6219790, in view of Vorobiev, US Patent 6651063. 

In reference to Claim 1 , Lloyd discloses a gateway device including an 
authenticator authenticating the identity of a device (column 3, lines 23-30; column 4, 
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lines 15-21; column 5, lines 5-16), an access authorizer permitting interaction between 
the device and a service provider (column 3, lines 31-34; column 12, lines 8-15, noting 
column 11, lines 16-23), and an activity manager (column 4, lines 48-50; column 13, 
lines 2-21). However, Lloyd does not explicitly disclose the specific activities being 
managed. Vorobiev discloses a gateway device that includes an authenticator 
authenticating a device (column 9, lines 4-7) and a provider (column 6, lines 37-46), an 
access authorizer permitting the provider to interact with the device (column 7, lines 27- 
40; column 8, lines 55-65), and an activity manager that manages status and diagnostic 
information, usage history, notifications of failure, and status updates (column 19, line 
63-column 20, line 6; see Figure 6). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the gateway of 
Lloyd to include the/features taught by Vorobiev, in order to simplify operations and 
processes (see Vorobiev, column 2, lines 3-35, especially lines 18-21) and in order to 
allow an entire household of smart appliances to be remotely diagnosed and maintained 
by a vendor (see Vorobiev, column 19, lines 58-62). 

In reference to Claim 10, Lloyd discloses a gateway device including an 
authenticator authenticating the identity of a plurality of devices permitting interaction 
between the devices and service providers (column 3, lines 23-30; column 4, lines 15- 
21; column 5, lines 5-16), an access authorizer (column 3, lines 31-34; column 12, lines 
8-15, noting column 11, lines 16-23), and an activity manager (column 4, lines 48-50; 
column 13, lines 2-21). However, Lloyd does not explicitly disclose the specific 
activities being managed. Vorobiev discloses a gateway device that includes an 
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authenticates authenticating devices (column 9, lines 4-7) and providers (column 6, lines 
37-46), an access authorizer permitting the providers to interact with the devices 
(column 7, lines 27-40; column 8, lines 55-65), and an activity manager that manages 
status and diagnostic information, usage history, notifications of failure, and status 
updates (column 19, line 63-column 20, line 6; see Figure 6). Therefore, it would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
modify the gateway of Lloyd to include the features taught by Vorobiev, in order to 
simplify operations and processes (see Vorobiev, column 2, lines 3-35, especially lines 
18-21) and in order to allow an entire household of smart appliances to be remotely 
diagnosed and maintained by a vendor (see Vorobiev, column 19, lines 58-62). 

In reference to Claim 19, Lloyd discloses a gateway device including a request 
handler (column 5, lines 59-64), an authenticator authenticating the identity of a device 
(column 3, lines 23-30; column 4, lines 15-21; column 5, lines 5-16), an access 
authorizer permitting interaction between the device and a service provider (column 3, 
lines 31-34; column 12, lines 8-15, noting column 11, lines 16-23), an activity manager 
(column 4, lines 48-50; column 13, lines 2-21), and a response component (column 10, 
lines 25-29; column 5, lines 29-37). However, Lloyd does not explicitly disclose the 
specific activities being managed. Vorobiev discloses a gateway device that includes a 
request handler receiving activity requests (column 19, lines 47-62), an authenticator 
authenticating a device (column 9, lines 4-7) and a provider (column 6, lines 37-46), an 
access authorizer permitting the provider to interact with the device (column 7, lines 27- 
40; column 8, lines 55-65), an activity manager that manages status and diagnostic 
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information, usage history, notifications of failure, and status updates (column 19, line 
63-column 20, line 6; see Figure 6), and a response component (column 4, lines 28-43; 
column 10, lines 43-46). Therefore, it would have been obvious to one of ordinary skill 
in the art at the time the invention was made to modify the gateway of Lloyd to include 
the features taught by Vorobiev, in order to simplify operations and processes (see 
Vorobiev, column 2, lines 3-35, especially lines 18-21) and in order to allow an entire 
household of smart appliances to be remotely diagnosed and maintained by a vendor 
(see Vorobiev, column 19, lines 58-62). 

In reference to Claim 26, Lloyd discloses a gateway device including a request 
handler (column 5, lines 59-64), an authenticator authenticating the identity of a device 
(column 3, lines 23-30; column 4, lines 15-21 ; column 5, lines 5-16), an access 
authorizer permitting interaction between the device and a service provider (column 3, 
lines 31-34; column 12, lines 8-15, noting column 11, lines 16-23), an activity manager 
(column 4, lines 48-50; column 13, lines 2-21), a data format translator (column 3, lines 
8-9; column 6, lines 56-60), and a response component (column 10, lines 25-29; column 
5, lines 29-37). However, Lloyd does not explicitly disclose the specific activities being 
managed. Vorobiev discloses a gateway device that includes a request handler 
receiving activity requests (column 19, lines 47-62), an authenticator authenticating a 
device (column 9, lines 4-7) and a provider (column 6, lines 37-46), an access 
authorizer permitting the provider to interact with the device (column 7, lines 27-40; 
column 8, lines 55-65), an activity manager that manages status and diagnostic 
information, usage history, notifications of failure, and status updates (column 19, line 
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63-coIumn 20, line 6; see Figure 6), and a response component (column 4, lines 28-43; 
column 10, lines 43-46). Therefore, it would have been obvious to one of ordinary skill 
in the art at the time the invention was made to modify the gateway of Lloyd to include 
the features taught by Vorobiev, in order to simplify operations and processes (see 
Vorobiev, column 2, lines 3-35, especially lines 18-21) and in order to allow an entire 
household of smart appliances to be remotely diagnosed and maintained by a vendor 
(see Vorobiev, column 19, lines 58-62). 

In reference to Claim 27, Lloyd discloses a gateway device including means for 
authenticating the identities of the service provider and device (column 3, lines 23-30; 
column 4, lines 15-21; column 5, lines 5-16), means for permitting the service provider 
to interact with the device (column 3, lines 31-34; column 12, lines 8-15, noting column 
11, lines 16-23), and means for managing activities between the service provider and 
device (column 4, lines 48-50; column 13, lines 2-21). However, Lloyd does not 
explicitly disclose the specific activities being managed. Vorobiev discloses a gateway 
device that includes an authenticator authenticating a device (column 9, lines 4-7) and a 
provider (column 6, lines 37-46), an access authorizer permitting the provider to interact 
with the device (column 7, lines 27-40; column 8, lines 55-65), and an activity manager 
that manages status and diagnostic information, usage history, notifications of failure, 
and status updates (column 19, line 63-column 20, line 6; see Figure 6). Therefore, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify the gateway of Lloyd to include the features taught by Vorobiev, in order 
to simplify operations and processes (see Vorobiev, column 2, lines 3-35, especially 
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lines 18-21) and in order to allow an entire household of smart appliances to be 
remotely diagnosed and maintained by a vendor (see Vorobiev, column 19, lines 58- 

62). 

In reference to Claim 36, Lloyd discloses a system including at least one 
appliance in a first network (Figure 1 , workstation 128; column 5, lines 38-40); a service 
provider in a second network (Figure 1 , elements 110, 114, 1 16, for example; column 4, 
lines 15-21); and a gateway device including an authenticator authenticating the identity 
of the appliance (column 3, lines 23-30; column 4, lines 15-21; column 5, lines 5-16), an 
access authorizer permitting interaction between the device and the service provider 
(column 3, lines 31-34; column 12, lines 8-15, noting column 11, lines 16-23), and a 
service manager (column 4, lines 48-50; column 13, lines 2-21). However, Lloyd does 
not explicitly disclose the specific activities being managed. Vorobiev discloses a 
system including an appliance in a first network (Figure 6, smart appliance 609); a 
provider in a second network (Figure 6, provider/appliance vendor 614); and a gateway 
device that includes an authenticator authenticating an appliance (column 9, lines 4-7) 
and a provider (column 6, lines 37-46), an access authorizer permitting the provider to 
interact with the appliance (column 7, lines 27-40; column 8, lines 55-65), and an 
activity manager that manages status and diagnostic information, usage history, 
notifications of failure, and status updates (column 19, line 63-column 20, line 6; see 
Figure 6). Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the gateway of Lloyd to include the features 
taught by Vorobiev, in order to simplify operations and processes (see Vorobiev, column 
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2, lines 3-35, especially lines 18-21) and in order to allow an entire household of smart 
appliances to be remotely diagnosed and maintained by a vendor (see Vorobiev, 
column 19, lines 58-62). 

In reference to Claim 45, Lloyd discloses a system including at least one device 
in a first network (Figure 1, workstation 128; column 5, lines 38-40); a service provider • 
in a second network (Figure 1, elements 110, 114, 116, for example; column 4, lines 15- 
21); and a gateway device including an authenticator authenticating the identity of the 
device (column 3, lines 23-30; column 4, lines 15-21; column 5, lines 5-16), an access 
authorizer permitting interaction between the device and the service provider (column 3, 
lines 31-34; column 12, lines 8-15, noting column 11, lines 16-23), and an activity 
manager (column 4, lines 48-50; column 13, lines 2-21). However, Lloyd does not 
explicitly disclose the specific activities being managed. Vorobiev discloses a system 
for securely providing remote monitoring and diagnostics (column 19, lines 58-62) 
including an device in a first network (Figure 6, smart appliance 609); a provider in a 
second network (Figure 6, provider/appliance vendor 614); and a gateway device that 
includes an authenticator authenticating an appliance (column 9, lines 4-7) and a 
provider (column 6, lines 37-46), an access authorizer permitting the provider to interact 
with the appliance (column 7, lines 27-40; column 8, lines 55-65), and an activity 
manager that manages status and diagnostic information, usage history, notifications of 
failure, and status updates (column 19, line 63-column 20, line 6; see Figure 6). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the gateway of Lloyd to include the features taught by 
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Vorobiev, in order to simplify operations and processes (see Vorobiev, column 2, lines 
3-35, especially lines 18-21) and in order to allow an entire household of smart 
appliances to be remotely diagnosed and maintained by a vendor (see Vorobiev, 
column 19, lines 58-62). 

Claim 54 is directed to a method corresponding substantially to the device of 
Claim 1 , and is rejected by a similar rationale. 

Claim 62 is directed to a method corresponding substantially to the device of 
Claim 10, and is rejected by a similar rationale. 

Claim 70 is directed to a method corresponding substantially to the device of 
Claim 19, and is rejected by a similar rationale. 

Claim 76 is directed to a method corresponding substantially to the system of 
Claim 36, and is rejected by a similar rationale. 

Claim 84 is directed to a method corresponding substantially to the system of 
Claim 45, and is rejected by a similar rationale. 

Claim 92 is directed to a software implementation of the device of Claim 1 
performing the method of Claim 54, and is rejected by a similar rationale. Further, Lloyd 
discloses that the device and method may be implemented in hardware, software, or a 
combination of the two (column 13, lines 22-25). 

Claim 100 is directed to a software implementation of the device of Claim 10 
performing the method of Claim 62, and is rejected by a similar rationale. Further, Lloyd 
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discloses that the device and method may be implemented in hardware, software, or a 
combination of the two (column 13, lines 22-25). 

Claim 101 is directed to a software implementation of the device of Claim 19 
performing the method of Claim 70, and is rejected by a similar rationale. Further, Lloyd 
discloses that the device and method may be implemented in hardware, software, or a 
combination of the two (column 13, lines 22-25). 

In reference to Claims 2,11, 20, 28, 37, and 46, Lloyd further discloses a digital 
signature identifying the gateway device (column 6, lines 26-30). 

In reference to Claims 3, 12, 21, 29, 38, 47, 55, 63, 71, 77, 85, and 93, Lloyd 
further discloses a digital signal verifier (column 6, lines 6-10). 

In reference to Claims 4, 13, 22, 30, 39, 48, 56, 64, 72, 78, 86, and 94, Lloyd 
further discloses a cryptographic component (column 5, lines 52-64). Vorobiev also 
discloses the use of encryption (column 9, lines 4-7). 

In reference to Claims 5, 14, 23, 31 , 40, 49, 57, 65, 73, 79, 87, and 95, Lloyd 
further discloses specifying permitted activities (column 6, lines 17-21). Vorobiev also 
discloses specifying permitted activities (column 7, line 62-column 8, line 4). 

In reference to Claims 6, 15, 32, 41, 50, 58, 66, 80, 88, and 96, Lloyd further 
discloses a request handler (column 5, lines 59-64). Vorobiev also discloses a request 
handler receiving activity requests (column 19, lines 47-62). 

In reference to Claims 7, 16, 33, 42, 51, 59, 67, 81, 89, and 97, Lloyd further 
discloses a response component (column 10, lines 25-29; column 5, lines 29-37). 
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Vorobiev also discloses a response component (column 4, lines 28-43; column 10, lines 
43-46). 

In reference to Claims 8, 17, 24, 34, 43, 52, 60, 68, 74, 82, 90, and 98, Lloyd 
further discloses a data format translator (column 3, lines 8-9; column 6, lines 56-60). 

In reference to Claims 9, 18, 25, 35, 44, 53, 61, 69, 75, 83, 91, and 99, Lloyd 
further discloses a network protocol translator (column 2, lines 58-67). 

Conclusion 



5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Hayes et al, US Patent 6480586, discloses an appliance gateway for 
allowing remote access to smart appliances. 

b. Raschke et al, US Patent 6653933, discloses a network allowing remote 
control and monitoring of a smart appliance through a gateway. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Zachary A. Davis whose telephone number is (571) 272- 
3870. The examiner can normally be reached on weekdays 8:30-6:00, alternate 
Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
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number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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